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TALLAHASSEE, Fla.—Attorney General Ashley Moody today announced a historic multistate
action against Google over the tech giant’s location-tracking practices. The announcement
follows a historic multistate investigation by Attorney General Moody and 39 other state
attorneys general into the company’s location-tracking practices and cybersecurity disclosures.
As a result of the investigation, the business will pay the states $390 million—including $26
million to Florida. Google must also provide consumers more information and clearer options as
it relates to tracking practices.

Attorney General Ashley Moody said, “Big Tech is watching us, but Silicon Valley needs to know
that we are watching them too, and if they violate our consumer protection laws, we will take
strong action to protect our citizens. This is a historic case for the privacy of Americans and the
protection of consumers nationwide, and | am proud our office helped lead this massive,
nationwide investigation.”

Location data is a key part of Google’s digital advertising business and is among the most
sensitive and valuable personal information the company collects. Even a limited amount of
location data can expose a person’s identity by tracking routines that can be used to reveal
personal details.

The attorneys general initiated the multistate investigation following a 2018 Associated Press
article that revealed the company records users’ movements, even when explicitly told not to.
The article focused on two account settings: Location History and Web & App Activity. Location
History is turned off by default, but Web & App Activity, a separate account setting, is
automatically turned on when users set up a Google account, including all Android phone
customers.



As detailed in the agreement, the attorneys general found that Google allegedly violated state
laws by misleading consumers about location-tracking practices in various ways since at least
2014. Specifically, the company caused confusion among those who thought location tracking
could be limited by turning off Location History, while Web & App Activity continued to track
users’ locations.

Under the agreement, Google agreed to a series of provisions designed to give consumers more
transparency into the company’s practices, including:

e Showing additional information whenever account settings are turned on or off;

e Making key information about location tracking unavoidable; and

e Creating an enhanced Location Technologies webpage where users can get detailed
information about the type of location data Google collects and how it's used.

The agreement also places limits on the usage and storage of certain types of location
information and requires account controls to be more user-friendly.

Florida took a leading role in the investigation and agreement negotiations, represented by
Consumer Protection Division Multistate and Privacy Bureau Chief Patrice Malloy.

Attorney General Moody is joined in this final action by the attorneys general of the following
states: Alabama, Alaska, Arkansas, Colorado, Connecticut, Delaware, Georgia, Hawaii, Idaho,
lllinois, lowa, Kansas, Kentucky, Louisiana, Maine, Maryland, Massachusetts, Michigan,
Minnesota, Mississippi, Missouri, Nebraska, Nevada, New Jersey, New Mexico, New York, North
Carolina, North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, South Carolina, South Dakota,
Tennessee, Utah, Vermont, Virginia and Wisconsin.

To view a copy of the agreement, click here.


https://oag-dev.sgsuat.info/files/pdf/page/2EFDD0A5DD088C36852588FA005E155F/Google+AVC-+Florida.pdf

