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CA: Don't Give Info Through Online Games

TALLAHASSEE, Fla.—Attorney General Ashley Moody today issued a Consumer Alert to warn
Floridians about games designed to hack your password-protected accounts. With millions of
people now working from home or unemployed due to the COVID-19 pandemic, social media
games are becoming more prevalent. Many of these games require users to create posts with
seemingly innocuous personal information, such as the name of your first pet, high school
mascot or favorite food. Some of these same questions are used by banks and financial
institutions as security questions to grant online access to password-protected accounts.

Attorney General Ashley Moody said, “Playing online games with friends is a good way to stay
connected while we obey the stay-at-home order to stop the spread of COVID-19. But games
that ask you to answer personal questions, could be used by scammers trying to hack your
password protected accounts. Be smart about what you share on the internet and make sure all
of your personal and financial accounts have strong passwords and hyper-specific answers to
security questions.”

One game to be mindful of—highlighted by the Better Business Bureau—asks users to post their
senior picture in support of the 2020 graduates who will not be able to attend high school
graduation as we social distance to stop the spread of the coronavirus. The game seems
innocent enough but posting a picture with the name of your high school and year of graduation
gives hackers a lot of personal data to work with. Be very selective about information you
provide via public posts.



https://www.youtube.com/watch?v=NwT8FU2zNS4&feature=youtu.be
https://www.bbb.org/article/news-releases/22088-bbb-tip-thinking-of-sharing-your-senior-photo-on-facebook-think-twice

Here are some more tips for protecting sensitive information online:

e Consider who can view a post. Most social media platforms allow users to limit who can
access a user’s posts;

e Be wary of any social media games that require the user to click a link. The link could
contain malware;

¢ Avoid games that require users to enter personal information before playing;

e Make sure all passwords include numbers, characters and punctuation and are otherwise
impossible to guess. Avoid passwords that are names of pets, mascots, anniversary dates
or are otherwise based on personal information; and

e Create complex answers to security questions to keep hackers from guessing the answers.

These are just a few tips to help better protect Floridians as we all social distance to stop the
spread of COVID-19. For more tips to guard against hacking while working from home, click here

Since the pandemic hit Florida, Attorney General Ashley Moody has issued 10 Consumer Alerts
to help Floridians avoid COVID-19 related scams. To view previous Consumer Alerts about
emerging COVID-19 related scams, click here.

Anyone who believes they are the victim of hacking or a COVID-19 related scam should contact
the Florida Attorney General’s Office at 1(866) 9NO-SCAM or MyFloridaLegal.com.
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The Florida Attorney General's Consumer Protection Division issues Consumer Alerts to inform
Floridians of emerging scams, new methods used to commit fraud, increased reports of common
scams, or any other deceptive practice. Consumer Alerts are designed to notify Floridians about
scams and available refunds in an effort to prevent financial losses or other harm caused by
deceptive practices. Anyone encountering a scam should report the incident to the Florida
Attorney General's Office by calling 1(866) 9NO-SCAM or visiting MyFloridaLegal.com. To view
recent Consumer Alerts and for other information about avoiding scams, visit
MyFloridalLegal.com/ConsumerAlert.
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