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CA: Beware of Vaccine Status License Scam

TALLAHASSEE, Fla.—Attorney General Ashley Moody today issued a Consumer Alert warning
Floridians of a new COVID-19 vaccination text scam. There have been reports of fraudulent text
messages being sent to Floridians asking for driver license details in order to remake licenses
that show vaccination status. The text messages provide a link that sends targets to a spoofed
Florida Department of Highway Safety and Motor Vehicles website with input boxes requesting
Social Security and driver license information—including a place to upload a photocopy of a
driver license.

Attorney General Ashley Moody said, “COVID-19 cases have decreased drastically across the
state, but that hasn’t stopped scammers from finding new angles to exploit the pandemic. Please
be on the lookout for phony messages and remember that the Florida Department of Highway
Safety and Motor Vehicles will never reach out via text and ask for personal information. Florida
is not updating driver licenses to include proof of vaccination—any solicitation making this claim
is a scam that should be reported immediately.”

Florida Department of Highway Safety and Motor Vehicles Executive Director Terry L. Rhodes
said, "The best defense against scams like this is to know how FLHSMYV interacts with our
customers. We do not text Floridians regarding the status of their driver license or request
personal or medical information via text message. If you receive a text asking for this
information, it is a scam. With only the information on your driver license, scammers can create
many fraudulent financial accounts. All under your name, all without your knowledge. Do not



respond to these texts and do not click on the links contained in the text message."

Here is what the reported fraudulent text message looks like:

FLORIDA VACCINATION DRIVER'S
LICENSE UPDATE

Verify Your Driver's License Details
For Verification:

Florida State COVID-19 Vaccine
Status Validation

nyverifydl.info

The link in the messag lighway Safety and

Motor Vehicles websit

Florida State COVID-19 Vaccine Status

Last Name *

Validation

Date of Birth *

B mwooyyy

The Centers for Disease Control and Social Security number *
Prevention (CDC) in partnership with the

Florida DMV requires an immediate validation

of your Covid-19 status. This is a Waiver

Validation Update and a compulsory one-time Upload Document (driver's license)*
validation for all Florida residents DL Front:
( choose Fie ) No file selected
. DL Back:
Personal Information (_cnoosa Fie ) no file selected
First Name *

The information you provide will be protected
pursuant to the Florida State Personal Privacy
Protection Act and any other applicable state or

Middle Name federal law.

Last Name *

Attorney General Moody is asking Floridians to follow the tips below to avoid these types of
imposter scams:

e Know that the FLHSMV is not requiring driver license updates listing proof of vaccination;

e Do not automatically trust a number listed on a caller ID or in an unsolicited text message;

¢ Do not post photos of vaccination cards or driver licenses online, as they can be used to
commit identity fraud; and

¢ Avoid clicking on links in a suspicious email or in a text message received from an
unknown sender.

Report suspicious solicitations or COVID-19 vaccine-related advertisements to the Florida
Attorney General’s Office by calling 1(866) 9NO-SCAM, or visiting MyFloridaLegal.com.



https://oag-dev.sgsuat.info/

Attorney General Moody has issued more than 30 Consumer Alerts with information about
emerging COVID-19 related scams and tips to avoid fraud. To view the latest alerts and to stay
up to date on emerging COVID-19 related scams, visit Attorney General Moody's Consumer
Alert webpage by clicking here.

For all of the Attorney General’'s COVID-19 related releases and additional COVID-19 tips and
resources, click here.
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The Florida Attorney General's Consumer Protection Division issues Consumer Alerts to inform
Floridians of emerging scams, new methods used to commit fraud, increased reports of common
scams, or any other deceptive practice. Consumer Alerts are designed to notify Floridians about
scams and available refunds in an effort to prevent financial losses or other harm caused by
deceptive practices. Anyone encountering a scam should report the incident to the Florida
Attorney General's Office by calling 1(866) 9NO-SCAM or visiting MyFloridaLegal.com. To view
recent Consumer Alerts and for other information about avoiding scams, visit
MyFloridaLegal.com/ConsumerAlert.
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